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Abstract. Cybersecurity is an integral part of digital public governance and aims to ensure the
confidentiality, integrity and availability of sensitive citizen-, business-, and government-related
data. Given the increasing complexity of cyberthreats, driven by the digital transformation of the
public sector and emerging technologies, local governments need robust and resilient
cybersecurity strategies. This exploratory study examines the October 2023 cyberattack on
Stidwestfalen IT (SIT), an IT service provider for over 70 municipalities, cities and districts in
Germany. As a result of this ransomware attack, for several months, public services were severely
disrupted for over 1.6 million citizens. Against the backdrop of the particular challenges that local
governments face in managing their cybersecurity, this study identifies lessons that small and
medium-sized municipalities and cities derive from this cyberattack. The paper adopts a multi-
method qualitative exploratory research approach, combining key informant interviews and
document analysis through reflexive thematic analysis. Key findings highlight the importance of
thorough implementation of cybersecurity standards such as network segmentation, tighter
monitoring practices and two-factor authentication. To mitigate cluster risks, other key lessons
include increased focus on top-down decision-making to enforce non-negotiable cybersecurity
standards, given the need for IT service collaboration and the use of economies of scale resulting
from the resource constraints of smaller local administrations. Further practical implications
include an increased focus on staff training and implementing change management strategies to
reduce resistance to reform at various stakeholder levels. This exploratory study of the SIT’s
recent cyber incident also serves as an example for small and medium-sized municipalities that
are not part of cooperation networks, encouraging them to reconsider their cost-benefit analysis
of independent cybersecurity strategies versus collaborative frameworks. Overall, the study
offers valuable insights into the implications of cyberattacks for local administrations of small-
and medium-sized municipalities. As such, it aims to contribute to developing more equitable and
resilient cybersecurity strategies.
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1 Introduction

Cybersecurity is an essential aspect of digital public governance, encompassing the confidentiality, integrity and
availability of data and information (Madller, 2023). Its societal relevance can be illustrated by the direct impact
cybersecurity incidents might have on the daily operations of public administration and citizens respectively,
including the disruption of critical public services, the loss of sensitive data of citizens, governments and
businesses, as well as financial damage and the erosion of public confidence in government (Roumani & Alraee,
2025; Shandler & Gomez, 2022). The landscape of cyber incidents is broad, including data breaches, ransomware
attacks, phishing, and denial-of-service (DoS) attacks. It extends further with the advancements of emerging
technologies, such as artificial intelligence, which pose unique and novel risks to data and information security
(Ndumbe & Velikov, 2024; Savas & Karatas, 2022). Therefore, considering various types of cyberthreats is crucial
to ensure a comprehensive - adaptive and resilient - cybersecurity strategy for any organisation, and thus,
adequate incident response and risk mitigation activities.

Local governments are people’s first point of contact: the services they provide can have a significant impact on
citizens’ satisfaction with, for example, democracy, thereby influencing social cohesion and reducing inequalities
(Hunter etal., 2016; Masuku et al., 2022; Meza, 2015; Sabbi et al., 2024). For small and medium-sized municipalities
(SMMs) and districts, cybersecurity resilience is particularly important. However, while local governments have
formal cybersecurity policies, they fail to integrate cybersecurity practices into their day-to-day operations
(Hatcher et al,, 2020). Researchers have also found that SMMs lack cybersecurity awareness among staff and
officials at all levels (Norris et al., 2019; Norris & Mateczun, 2022).The issue is exacerbated further because SMMs,
in particular, struggle to maintain human and financial resources to provide quality services (OECD, 2023). While
lack of funding and inadequate training have been identified as key challenges, local governments also face a unique
set of institutional, political, historical and cultural barriers that influence their ability to prevent and respond to
cyberthreats (Hossain et al., 2025; Preis & Susskind, 2022).

At the same time, according to the European Agency for Cybersecurity (ENISA), the majority of cyberattacks in the
EU target public administration organisations (European Agency for Cybersecurity, 2024). In addition, ENISA is
seeing an increase in the number and advancement of cyberattacks. These developments could become
increasingly relevant for SMMs, given their structural vulnerability in this respect. Still, local governments’
cybersecurity strategies and incident responses have not been extensively researched (Hossain et al., 2025; Preis
& Susskind, 2022). Therefore, this exploratory research aims to answer the following question: What lessons may
small and medium-sized municipalities derive from cyberattacks?

This paper focuses on a single case study to explore the experiences of SMMs in Germany, where their municipal
IT service provider Stidwestfalen IT (SIT), a network cooperation owned by 72 municipalities, cities and districts,
recently suffered a massive cyberattack (Siidwestfalen IT, 2024a). The SIT’s owners are also its customers; thus its
strategic development is driven by representatives of the SIT’s members (Siidwestfalen IT, 2024c). Accordingly,
SIT is governed by its association assembly, which is made up of elected officials representing the local
governments of its member entities.

Based on key informant interviews (KlIs) and document analysis, this paper aims (1) to identify key lessons
learned from the SIT cyberattack, (2) evaluate how they impact cybersecurity strategies, and (3) draw practical
implications for cybersecurity strategies of small and medium-sized administrative entities.

This study’s relevance is twofold: as the SIT cybersecurity incident is relatively recent, mostly journalistic and
forensic assessments have been conducted to date (Brockhues & Boeselager, 2024; r-tec, 2024). Drawing on this
recent data, this paper examines the real-world strategies of SMMs to address the evolving cyberthreat landscape.
As the cyberattack on SIT can be seen as a high-profile incident, examining its strategic implications is directly
relevant for other small and medium-sized administrations and can help improve the robustness and resilience of
their cybersecurity strategies.

The remainder of the paper is structured as follows: Section 2 presents an overview of related research, followed
by Section 3, which introduces the conceptual framework of this study. The methodology is outlined in Section 4
and the key results are presented in Section 5. Section 6 provides a discussion of the main findings, followed by the
conclusion in section 7.

2 Literature review
2.1 Key cybersecurity concepts
The term ‘cybersecurity’ generally refers to the protection of internet-connected systems, including both hardware

and software, as well as data and information, from threats, i.e. cyberattacks (Srinivas et al,, 2019). Cyberattacks
can have different intentions, such as compromising the confidentiality, integrity and availability of data and
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information of public and private organisations (Méller, 2023). Various types of cyberattacks are commonly
identified, including spyware that tracks information or a replicating virus that attaches itself to other software.
Other examples include ransomware attacks, which encrypt data on devices and offer decryption upon payment
of aransom, and a zero-day attack, which exploits a vulnerability in software before a security patch can be applied.
Data can also be threatened by a brute-force attack, which is a trial-and-error method of gaining access to
information such as passwords. According to ENISA ransomware attacks rank among the primary cyberthreats
(European Agency for Cybersecurity, 2024). The agency also states that cyberweapons targeting zero-day
vulnerabilities are a growing concern.

2.2 Cybersecurity in the public sector

While certain aspects to cybersecurity are common across sectors, peculiarities of the public domain make the
issue even more acute. The importance of public cybersecurity has increased significantly over the last decades,
mainly due to the increasing interconnection between IT and critical public infrastructure (Wirtz & Weyerer,
2017). While this development leads to many positive effects, the public sector represents an attractive target for
cyberattacks: public organisations deal with a wide range of sensitive data of citizens, private sector organisations
and public infrastructure (Trautman et al,, 2024; Wirtz & Weyerer, 2017). Given this field of tension, public
governments and administrations are urged by practitioners and researchers to address the evolving cyberthreats
through strategic management of cybersecurity (Wirtz & Weyerer, 2017).

Some authors find that municipal governments need to invest in resources and technical capacity building to
prevent cyber incidents; others identify leadership in public administration as critical to implementing up-to-date
cyber protection measures (Frandell & Feeney, 2022; Wirtz & Weyerer, 2017). In addition, researchers find that
local governments of all sizes have significant gaps in their cybersecurity policies (Hossain et al., 2024b). Other
research is mainly concerned with structuring the complex landscape of (public) cybersecurity frameworks, with
the aim of helping policymakers and practitioners identify gaps and challenges in framework implementation
(Hossain et al., 20244a; Srinivas et al., 2019).

While public sector cybersecurity challenges are generally faced by both smaller and larger administration entities,
local governments, as the primary bodies politically and administratively in charge of SMM cybersecurity, may face
unique obstacles (Hossain et al., 2025; Preis & Susskind, 2022). Based on a study of US local governments,
researchers attest that local governments have significant shortcomings in managing their cybersecurity, such as
unawareness of security best practices as well as lacking individual risk audits and implementation of existing
measures and policies (Norris et al,, 2019). These shortcomings are generally linked to limited financial resources
and underinvestment, leading to a self-reinforcing cycle of technological vulnerability that ultimately discourages
the innovative efforts needed to keep pace with evolving cyberthreats (Fusi et al., 2023).

In addition, researchers have found that rural municipalities with lower citizen demand for digital services also
provide a smaller surface area for cyberattacks, although they note that these findings apply primarily to IT
departments that manage their cybersecurity independently (Harry et al, 2025). However, other researchers
recommend that local governments consolidate IT networks and form municipal collaborative partnerships to
mitigate the cascading effects of budget constraints and reduce the fragmentation and complexity of cybersecurity
measures (Hossain et al,, 2025). On the other hand, research has shown that cybersecurity incidents can have a
significant impact on the relationship between IT providers and local authorities, and that repairing trust is a
complex process (Nowak & Distel, 2024). Given this complex and sometimes paradoxical landscape of
considerations facing SMMs, it is highly relevant to explore the impact of an actual cybersecurity incident on local
cybersecurity strategies.

3 Cybersecurity frameworks

In this section, we introduce and discuss how various available frameworks are operationalised and applied as
heuristic lenses within the scope of this study (Abbott, 2004).

3.1  Cybersecurity frameworks overview

Various theoretical frameworks exist to cover and structure relevant aspects of this research topic, including the
IT security compendium of the German Federal Office for Information Security (BSI), the international information
security standard ISO 27001:2022, the US National Institute of Standards and Technology’s Cybersecurity
Framework 2.0 (NIST CSF 2.0) and the EU’s NIS2 Directive.

NIST CSF 2.0 provides flexible, risk-based guidance for private and public cybersecurity management. Taking an
outcome- and practice-oriented approach, NIST CSF 2.0 identifies six core functions of a cybersecurity framework:
Govern, Identify, Protect, Detect, Respond and Recover. When compared with other frameworks, NIST CSF offers
significant advantages for self-assessment, while at the same time, the framework would benefit from simplified
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practical implementation (Ibrahim et al., 2018). Moreover, an earlier version of the NIST CSF has already been
applied in a study of cybersecurity levels of local government organisations. Examining the cybersecurity levels of
a local government organisation in Western Australia, several recommendations were formulated under the core
functions of the NIST CSF, such as increasing cybersecurity awareness across the workforce and establishing a
central inventory of assets, which serves as a basis for prioritising security measures based on their classification,
criticality and business value (Ibrahim et al.,, 2018).

Ibrahim et al. (2018) also provide valuable insights into the application of the NIST CSF to a local government case,
although this exploratory study can build on this by using a more recent version of the framework, i.e. NIST CSF
2.0, which additionally includes Governance as a core function of cybersecurity frameworks. As this study explicitly
aims to identify the broader implications of the SIT cyber incident, it is essential to explore the development of
governance approaches in this case of municipal collaboration.

In turn, the EU’s NIS2 Directive complements this framework by adding a regulatory perspective, which is essential
for analysing a municipal case in the EU. As an alternative, the IT security compendium of the BSI could be used
(BSI, 2023). However, it may be considered too technical and detailed for the scope of this study.

3.2 Aggregated conceptual framework

In this study, a chosen heuristic lens comprises NIST CSF 2.0 and NIS2, as they are well-known and established
cybersecurity frameworks with several strengths and include a wide range of aspects in a flexible way, which is
particularly important for this exploratory study. They are also highly compatible and provide an international

standard. Our conceptual framework is presented in the table below:

Tab. 1 - Conceptual framework

NIST CSF 2.0 NIST CSF 2.0 outcomes associated with core NIS2 Directive focus measures
core functions  functions

Govern (GV) Establishing, communicating and monitoring Appropriate management policies and clear
the organisation’s cybersecurity risk accountability
management strategy, expectations and
policy

Identify (ID) Understanding the organisation’s current Regular and coordinated risk assessments

cybersecurity risks

Protect (PR) Safeguarding to manage the organisation’s Implementation of cyber hygiene baselines,
cybersecurity risks practices and controls

Detect (DE) Finding and analysing possible cybersecurity — Early warning systems through appropriate
attacks and compromises technical measures

Respond (RS) Taking action regarding a detected Response obligations and reporting
cybersecurity incident protocols

Recover (RC) Restoring assets and operations affected by =~ Ensuring process continuity and routine
a cybersecurity incident operations, as well as recovery measures

4 Methodology

4.1 Case description

SIT was founded in 2018, when two municipal IT service providers merged into the joint association SIT under the
Municipal Cooperation Act of North Rhine-Westphalia, with the aim of consolidating their services for the benefit
of their member municipalities, cities and districts. Due to SIT members’ diverse size and structure, the cyberattack
recovery process has been described as a balancing act (Brockhues & Boeselager, 2024). Within the scope of this
paper, only SMMs that are members of the cooperation network SIT are addressed (Siidwestfalen IT, 2024a).

During the night of October 29 to October 30 2023, the municipal IT service provider SIT detected a cyberattack
on its systems, later described as the largest and most complex attack on the German public sector to date, with
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over 1.6 million citizens affected (Stidwestfalen IT, 2024d). In the following months, the digital public service
landscape in this region in North Rhine-Westphalia was described as being thrown back into the Stone Age
(Krischer, 2023). The most basic administrative operations, such as communication by telephone and mail, as well
as the payment of social benefits, youth welfare services, the legal marriage of citizens and the issuing of driving
licences, were unavailable (Brockhues & Boeselager, 2024). While some municipalities were more affected than
others, all were severely hampered in their day-to-day administrative work by the SIT’s remit: SIT provides
comprehensive IT services such as e-government solutions, software development for administrative applications
and network infrastructure (Stidwestfalen IT, 2024b).

The cyberattack on the SIT in October 2023 exploited a zero-day vulnerability via a brute-force attack and is
furthermore classified as a ransomware attack (r-tec, 2024). While the ransomware group that attacked SIT - a
Russian collective called Akira - offered to coordinate modalities for recovering the data in exchange for a ransom,
SIT chose not to do so due to valid backup copies of the data and the lack of evidence of data leakage (r-tec, 2024).

4.2 Data collection

This exploratory study adopts a multi-method qualitative research approach by relying on KlIs, complemented by
archival and desk research (Bryman, 2012). Data gathered through desk and archival research include primary
sources such as official records, reports and legislation, as well as secondary data such as academic journals, online
databases and press outputs, providing a detailed description of the context of the study (Bryman, 2012). Two key
complementary resources are the evaluation report conducted by the external company r-tec on behalf of SIT and
a journalistic podcast series published by publicly-funded news broadcasts (Brockhues & Boeselager, 2024; r-tec,
2024).

By drawing on different data sources, theories and research methods, this study aims to fulfil the data, theory and
method triangulation principle originally developed by Denzin (Bryman, 2012; Denzin, 2017). This approach not
only allows for cross-comparability of findings but is particularly appropriate for this research topic as it involves
different stakeholders with different perspectives and priorities (Bryman, 2012). By combining data from different
key informants and sources with two different lenses, i.e. NIST CSF 2.0 and NIS2, triangulation provides a more
comprehensive view of the research topic and increases the validity and credibility of the findings (Bryman, 2012).

In order to be able to ask open-ended and follow-up questions, the KllIs adopt a semi-structured approach
(Magnusson & Marecek, 2015). As the single case study has not yet been widely researched, while preparing the
interview questions guided by our conceptual framework, we remained open to new data and aspects that were
not anticipated (Bryman, 2012). Potential interviewees were identified through desk research and network
referrals, leading to two interviews in December 2024. The overview of informants is presented below:

Tab. 2 - Key Informant Interviews.

Interview  Role Relevance Format Duration

1 Official of one of Responsible for managing the district’s Online 45 minutes
the districts administrative operations
affected by the
cyberattack Involved in the SIT’s strategic development

Leading member  The district consists of several SMMs and

of the SIT’s holds a total population of approx. 260.000
association
assembly
2 Member of a city Represents the city’s interests in the SIT’s Online 30 minutes
council association assembly
Member of the The city holds a total population of approx.
SIT’s association 31.000, of which 15.000 live in the town
assembly centre and the rest in the surrounding villages

The preliminary questions, which were sent to the interviewees in advance for the purpose of preparation, were
developed and worded to cover the themes conceptualised by the aggregated framework consisting of the NIST
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CSF 2.0 and the EU’s NIS2 Directive. Hence, they were structured into the following blocks: implications for
cybersecurity strategies and governance; current cyberthreats and protective measures; and threat detection,
response and recovery. For instance, the questions asked what specific cybersecurity risks the attack revealed for
SMMs, what specific challenges SMMs face in this regard, what impact the cyberattack had on cooperation between
the SIT and its owners, and questions about strategies and actions beyond the SIT.

4.3  Data analysis

The data gathered from the interviews and archival and desk research was examined using Reflexive Thematic
Analysis (RTA) (Braun & Clarke, 2006). While thematic analysis (TA) generally entails identifying, analysing and
reporting on patterns, called ‘themes’, within the data at hand, RTA takes a more interactive research approach. In
RTA, themes are (re)developed based on analytical and interpretative reflection on the collected data (Braun &
Clarke, 2006). Hence, themes emerge from an organic and reiterating coding process that includes review and
reflection cycles during the whole data analysis process (Braun & Clarke, 2021a, 2021b). This iterative reflection
on the data collected is particularly suited to the exploratory nature of this research, as the interviews, for instance,
led to the identification of further resources.

Although RTA does not usually follow a strictly theory-driven approach or involve a priori coding, both
cybersecurity frameworks form the initial basis for the data analysis process (Abbott, 2004). Braun and Clarke
argue that research cannot be conducted in an atheoretical environment, so RTA aligns with this approach (Braun
& Clarke, 2022). In addition, due to the flexible development of themes, (R)TA can be seen as more interpretive,
whereas Qualitative Content Analysis is generally more descriptive (Braun & Clarke, 2021a). According to Braun
and Clarke, this distinction arises since most TA methods explicitly rely on a discussion of the research’s theoretical
background. Given the heuristic lenses used, RTA is a better fit for this research.

The interviews were conducted in German, recorded in an audio format and transcribed with Microsoft Edge
software (Bryman, 2012). The transcripts were manually cleaned by correcting transcription errors, but no content
was edited (Bryman, 2012). Afterwards, the interviews were translated into English, and the correct information
conversion was manually reviewed. The data analysis process was supported by the software NVivo 15 (Bryman,
2012).

5 Results

The following results section is structured according to the aggregated conceptual framework introduced in
Section 3, which combines the core functions of NIST CSF 2.0 and focus measures of the NIS2 Directive. Due to the
exploratory nature of this research, the developed framework served as a heuristic lens and provided a starting
point for the data analysis, in order to systematically organise the findings from both the KlIs and the archival and
desk research. The first part of this section presents insights related to the functions Govern and Identify, while the
second part covers the functions Protect, Detect, Respond and Recover.

5.1  Keylessons learned on Governance and Identification

When it comes to cybersecurity governance, a key takeaway is the introduction of more top-down decision-
making: “And that was one of the lessons we learned: certain things cannot be discussed democratically within such
an organisation. Once the necessity of a measure has been recognised, it must be decided top-down” (Interview 1).
This change in the SIT’s approach to governance also includes the following measures identified through the
themes of this analysis. The governance structure of the SIT does not provide for the network’s leadership to be
full-time, which is seen as a weakness, especially in times of crisis. In addition, political oversight of the SIT’s
strategy development through the association assembly is still quite strong due to its make-up, potentially
hindering a quick implementation of reforms. However, the interviewees observe a growing understanding of top-
down measures.

Cost considerations have also been identified as an obstacle to governance and decision-making: The SIT is
supported by levies, meaning the members bear additional costs, e.g. for the implementation of new measures
aimed at achieving minimum security standards. Regarding membership policy, the SIT leadership intends to
demand minimum security standards: “/... /SIT’s primary focus is, of course, on securing its services and network. To
ensure this, minimum standards will be imposed on members in the future. Only those who implement certain
measures will even be allowed access to the network” (Interview 1). Cost considerations and organisational
structures, such as resistance of employees, were named as potential barriers to this membership requirement.

The analysis revealed several different risks identified by the interviewees. In terms of understanding the
cybersecurity risks of SMMs within the SIT, the cyberattack has particularly highlighted a cluster risk arising from
the nature of a cooperative association, where entities pool resources and data. However, this risk was exacerbated
by the lack of network segmentation. In addition, the lack of basic security practices, such as two-factor
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authentication and password requirements, was also uncovered. Furthermore, the cyberattack underlined the lack
of human and financial resources as a particular risk for SMMs. According to the interviewees, this risk can only be
mitigated by taking advantage of economies of scale, i.e. by cooperating in networks such as SIT. Additionally, the
support of external parties in identifying individual cybersecurity risks is seen as positive, such as a situation
analysis provided by the federal state or the involvement of r-tec in identifying immediate, medium-term and long-
term measures.

5.2 Key lessons learned on Protection, Detection, Response and Recovery

To protect organisations from cybersecurity risks, the cyberattack has reinforced and revealed the need for several
further measures. Regarding cyberthreat monitoring, network segmentation should be increased, especially
against the background of the intention to widen cooperation between SMMs. Furthermore, SIT aims to de-
complicate the applications it offers to simplify monitoring and updating security standards. Related to this, when
evaluating the recovery, the respondents stated that processes varied from city to city and were complicated by
the complexity and customisation of applications. During this phase, most cities learned that consolidating IT
services can likely reduce the long-term complexity of daily monitoring and future recovery processes, while some
cities also restored functionality on their own.

Two key lessons have been learned about future cybersecurity threat detection: (i) Installing tighter cyberthreat
monitoring solutions to prevent attackers from moving freely within the network, regardless of significant ongoing
costs. Furthermore, (ii) analysing and prioritising security alerts appropriately, i.e. against the background of the
individual security architecture.

Regarding the detection and analysis of security alerts, interview 1 revealed that security alerts received from
official authorities should be thoroughly read and analysed to assess their risk to SIT’s individual infrastructure.
Furthermore, the representative of one administration entity names measures apart from SIT, namely educating
employees in cyber hygiene, such as password requirements and auto-locking screens. However, the interviewee
notes that administrative staff have a limited understanding of such additional protective measures. In addition,
the interviewed member of the city council states that the city aims to build offline redundancies for their most
crucial processes, particularly ensuring business continuity. For future responses to cybersecurity incidents, the
immediate involvement of external experts such as r-tec would be helpful, as would a rapid system shutdown to
prevent the worst-case scenario of data theft.

In addition to confirming the previously developed overarching conceptual themes of lessons learned, increasing
centralisation and collaboration were identified as themes strongly connected to cybersecurity governance. Even
though these measures are not predominantly driven by small and medium-sized administrative entities, they
strongly impact their cybersecurity strategies. Furthermore, strategies leading to this goal are supported by the
interviewees, such as a state programme to examine the state of cybersecurity in each municipality, city, and
district and increasing top-down dictation of minimum requirements.

6 Discussion

6.1  Top-down approach to cybersecurity standards

Two key lessons from the SIT cyberattack include (1) an increased focus on top-down decision-making to ensure
effective development and implementation of cybersecurity measures and (2) significant investment in robust and
proactive monitoring and segmentation measures. This adjusted governance strategy appears especially relevant
against the background of increased costs of additional measures, such as close meshed monitoring.

In addition, although cluster risks are inherent in the structures of cooperative networks such as the SIT, the
financial and human resource limitations of SMMs require the use of synergies and economies of scale. Identifying
resource constraints as a key factor driving local cybersecurity constraints is additionally underlined by further
research (Hossain et al.,, 2025; Preis & Susskind, 2022). The cluster risks will be mitigated by increasing the
segmentation of IT networks according to national and international standards.

Moreover, the cyberattack highlighted the severe deficits in basic cybersecurity practices at an operational level,
such as the lack of password requirements or two-factor authentication and has therefore been identified as a focus
area both at the individual and at the SIT management levels and will be addressed for example through employee
training. This recognition of shortcomings in basic security practices correlates with previous research that
identified these as key risks for local cybersecurity (Norris et al., 2019).

Evaluating key lessons derived from the cyberattack, SMMs are incorporating them into their cybersecurity
strategies. While respondents support stronger governance frameworks and the enforcement of minimum security
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standards - i.e. members will be excluded if they do not comply - other stakeholders not interviewed in this study
may be more critical of this change in strategy. The same may be true for increased costs, which in the past have
significantly impacted the strategic prioritisation of cybersecurity measures. Striking a balance between
affordability and compliance with minimum standards could be crucial for implementing new measures and
updated strategies, which correlates with other research that identifies public administration leadership and
financial investment as critical factors in managing cybersecurity (Frandell & Feeney, 2022; Fusi et al., 2023; Preis
& Susskind, 2022; Wirtz & Weyerer, 2017).

We found increased segmentation, monitoring, and simplification of services as likely cornerstones of an updated
SIT cybersecurity measures. These aspects were already evident but became further exacerbated by the
cyberattack. However, the withdrawal of individualised IT solutions could trigger further resistance among SIT
members, confirming the need for change and expectation management as an additional strategic priority not
mentioned in the interviews.

6.2 Greater centralisation and improved local implementation

Regarding practical implications for the cybersecurity strategies of SMMs, centralisation efforts appear to be the
most prominent. This overarching strategic trend, such as centralising IT services and deepening collaboration
between administrative units, is particularly supported by SMMs due to their limited financial and human
resources to maintain an adequate level of cybersecurity. In this process, SMMs can likely be identified as
potentially benefiting the most. As these entities depend on pooling resources, they should also strengthen
protective measures, such as making certain standards non-negotiable within the network cooperation. They could
also advocate for further centralisation at the federal and state levels, which could further increase benefits from
economies of scale, such as redundancy and expertise.

This trend towards increased collaboration and consolidation of IT networks is consistent with the findings and
recommendations of other research, which identifies cost savings and less complex cybersecurity measures as key
benefits (Hossain et al., 2025). However, these findings are not aligned with the implications of other research,
which suggests that IT service providers serving more citizens also provide a larger surface area for cyberattacks
and a more attractive target (Harry et al., 2025). On the other hand, the respondents are aware of this increase in
cluster risk and, therefore, support the introduction of the necessary cybersecurity standards to mitigate these
risks and to be able to take advantage of the economies of scale on which they depend. Moreover, something that
could be emphasised more by the SIT but is already being addressed at an individual level is cyber hygiene training
for employees, which aims to reduce human-related cybersecurity risks. The need to improve and advocate for the
implementation of cyber hygiene practices at a local level is also highlighted by previous research (Hatcher et al.,
2020; Norris & Mateczun, 2022; Preis & Susskind, 2022).

6.3  Concluding reflections

While most of the key findings can be grouped according to the conceptual framework developed earlier, it
becomes clear that they are highly interrelated. For example, reducing the complexity and customisation of IT
services aims to significantly simplify Identification, Detection and Recovery, while it is also a key issue for the
Governance of cybersecurity strategies. Therefore, effective change and expectation management measures and
the involvement of all relevant stakeholders - such as political leaders, mayors and administrative staff - can be
seen as crucial to achieving this strategic goal. A strategic change management approach was not identified during
the data analysis but could significantly improve and speed up reform processes. As the specific implications of a
complex service and governance landscape, such as the case of the SIT, have not been explicitly discussed in prior
research, these findings provide new insights into developing cybersecurity strategies of collaborating local
governments. However, researchers have previously found that local governments face a unique set of obstacles
depending on their institutional, political and cultural context, which this case also confirms (Preis & Susskind,
2022).

Overall, the data analysis confirms the core functions and focal points of a cybersecurity strategy developed based
on NIST CSF 2.0 and the EU’s NIS2 Directive. In particular, proactive measures focused on preventing future
cyberattacks are emphasised due to the accumulation of lessons learned within the themes of identifying,
protecting and detecting cyberthreats. Furthermore, many of the consequences drawn were already observed
before the cyberattack, but their urgency increased considerably. This increased sense of urgency against the
background of evolving technology and public digital transformation is illustrated not only by the interview
respondents but also by existing research (Ndumbe & Velikov, 2024; Roumani & Alraee, 2025; Savas & Karatas,
2022; Wirtz & Weyerer, 2017).

7 Conclusion

This exploratory qualitative research study finds that SMMs affected by the cyberattack on SIT have learned several
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key lessons that ultimately affect the realignment of cybersecurity strategies. Overall, the urgency of implementing
a proactive, centralised and standardised approach to IT services and cybersecurity strategies and measures was
reinforced. In particular, as small and medium-sized administrations face budgetary and human resource
constraints, they rely on a collaborative network, such as the SIT, with robust and up-to-date cybersecurity
measures mitigating cluster risks. The SIT’s cyberattack highlighted critical gaps in basic requirements, such as
lack of monitoring, network segmentation, two-factor authentication and password requirements. Given the
lengthy decision-making processes on such measures in the past, the interviewees concluded that there should be
more top-down decision-making on implementing non-negotiable cybersecurity standards. Based on the analysis,
practical implications include greater emphasis on employee training and developing change and expectation
management strategies to mitigate resistance to reform. Other municipalities and local administrations not yet
attacked might use these practical implications to evaluate their own state of cybersecurity, carefully ensuring the
implementation of their national and international standards, such as segmentation and monitoring.

This case also illustrates the need to involve all relevant stakeholders, such as administrative staff through
appropriate training, or political and administrative leadership in raising awareness of the need for action. In
addition, this case could prompt other municipalities not involved in a cooperation network to reevaluate their
cost-benefit calculation for maintaining cybersecurity standards on their own, and hence, likely improving
redundancy, effectiveness, and cost-efficiency.

This study relies on two key informants, which may limit the breadth of perspectives. Nevertheless, for an
exploratory analysis, the combination of interviews and document review offers a solid foundation. The
interviewees can be considered representative of their own district and municipality, though further interviews
and comparisons with other small and medium-sized administrative entities would improve the generalisability
and validity of the findings.

Despite the limitations of representativeness, this research can be seen as revealing crucial implications for local
cybersecurity governance of SMMs and thus providing a starting point for future research. Further research could
explore and compare cybersecurity strategy and preparedness in rural and urban, or smaller and larger
communities. For example, it would be interesting to further analyse the role of budgetary and human resource
factors, as well as interoperability, in order to inform federal-state efforts to centralise IT services. Further research
could also explore the role of change and expectation management measures, for example, by assessing the further
implications of top-down governance models.
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